
can put an alert on your accounts.

New Scams Are Turning Up Every Day

As quickly as local and federal law enforcement and financial institutions identify a new
scam and alert the public on how to defend against it, fraudsters seem to devise new
ways to steal your personal information and your money. Here are just a few to be aware
of:

Gift Card Scams:

Con artists have latched onto gift cards as an easy scam. A criminal talks their target into
believing they need to make an urgent payment to solve a problem like an imminent utility
shutoff, an issue with a Social Security account, or a grandchild who needs bail. The
criminal then directs the victim to purchase a gift card, load a specific amount of money on
the card, and then share the information on the back. From there, they can access and
drain the funds.

If someone you met online requests you purchase a gift card and then send them the
activation code and number, please contact our Member Service Center at 800.498.8930
before purchasing the gift cards. They will put you in touch with our Risk Department.

Student Loan Scams:

Payments are starting back up for federal student loans that were paused during the
Pandemic, and scammers have jumped into action. If you get an unscheduled call, text, e-
mail, or message on social media about your federal student loan, keep the following in
mind:

Never pay an upfront fee to reduce or eliminate your student loan debt.
Never give out your Federal Student Aid ID, Social Security number, or other
personal information to anyone contacting you.
Don’t sign up for quick loan forgiveness. Scammers might say they can get rid of
your loans, but they can’t.

The Biden administration’s plan to forgive student loans has faced some roadblocks on
the way to approval, but that hasn’t stopped scammers from trying to take advantage of
people who may not have heard it’s on hold. They’ve built phony application sites aimed at
stealing applicants’ Social Security numbers and bank information, and sometimes, they
contact targets by phone, pressuring them into applying and charging a fee for their help.

If a scammer contacts you, report it at ReportFraud.ftc.gov. and keep up to date on the
status of the student loan forgiveness program at the Department of Education’s student
aid website.

Tech Support Scams:

Criminals posing as online tech support to save people from fake computer viruses isn’t
anything new. But these scams have spiked in recent years as scammers continue
developing new tactics. 

These criminals gain access to your computer by inserting fake virus pop-up warnings.
When you contact the “hotline” to fix the virus, these scammers request remote access to
your computer, allowing them to steal your personal information and bank account login
credentials. They also utilize text messages, emails, or robocalls to tell their targets that
their security software has expired or even claim that child pornography has been
implanted on their computer, all the while asking for hefty fees to fix the “problem.”

If scammers have invaded your computer, you may want to hire a trusted professional to
address the problem. When in doubt, shut your device down or unplug from your internet
connection. You may lose data and documents, but it’s a small price to pay.

It’s extremely important to report these crimes. If you spot or have been the victim of a
scam, report it to your local police and the FTC at reportfraud.ftc.gov and the Federal
Bureau of Investigation’s Internet Crime Complaint Center at IC3.gov.

https://www.reportfraud.ftc.gov/
https://studentaid.gov/
https://reportfraud.ftc.gov/#/
http://www.ic3.gov/


Outsmart Fraudsters with These 5 Tips

1. Know who you’re dealing with.

If you’ve never done business with someone before, check their credibility with your state
or local consumer protection agency and the Better Business Bureau (BBB) before
conducting any transactions with them. Always call the number listed on the entity's
website to ensure the phone number they gave you is legitimate.

2. Use credit cards for online purchases.

Credit cards are the safest way to pay for online purchases because you can dispute the
charges if you have yet to receive the goods or services promised or the offer was
misrepresented.

3. Guard your personal information.

Only provide your credit card or bank account number over the phone if you are paying for
something, and you know to whom you are sending payment. Your social security number
should only be necessary if you are applying for credit. Fraudsters often pretend to be from
a familiar company trying to verify your personal information, so be especially suspicious if
someone asks for information that you know a business already has on file.

4. Stay safe online.

Don’t send sensitive information, such as credit card numbers, by email because it’s not
secure. If you are asked to provide your financial or other sensitive information, the letters
at the beginning of the address bar at the top of the screen should change from “http” to
“https” or “shttp.” Your browser may also show that the information is being encrypted or
scrambled so no one who might intercept it can read it.

5. Be cautious about unsolicited emails.

Unsolicited emails are often fraudulent. If you are familiar with the company or charity that
sent you the email and don’t want to receive further messages, reply asking to be removed
from the email list. However, responding to unknown senders may verify that yours is a
working email address, resulting in even more unwanted messages from strangers. The
best approach is to delete the email. 

 

Let’s look at ways that you can protect your personal information.

Always verify. If you’re contacted by an institution (bank, broker, government entity),
hang up the phone and call that institution directly.
Use two-factor authentication. It may take a little longer, but it’s worth it for the
added protection.
Sign up for account alerts.

Inside your Online and Mobile Banking, you can add card alerts and controls
to help keep your account secure. 

Secure your devices and networks. Do not use public wifi, use VPNs, and install
a screen lock and password on your smartphone and computer.
Protect your credit. Check it often using our free credit reporting and score
platform via SavvyMoney. 

Guard Your Login Credentials

If cybercriminals steal your login credentials, they can access your accounts and find your
personal or professional information.

Avoid Oversharing on Social Media

Contact us:
Email: memberservice@peoplescu.com

Phone: 800.498.8930

Follow Us:
 

** By clicking the above social networking links, you will be re-directed to a Web site
not directly controlled by People's Credit Union. We do not endorse or guarantee the
products, information or recommendations provided by the linked Web site, and we
are not liable for any products, services, or content advertised on those linked Web
sites.

 

mailto:memberservice@peoplescu.com
tel:800.498.8930
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